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Objectives of InfoSurance
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Hypothesis

* How can we implement Information

Assurance directly and efficiently in
SMEs?

The education of informatics
apprentices is of fundamental
iImportance!

e And: Teach their teachers!



Implementation

« Teachers' retraining courses in technical
colleges
- For teachers teaching informatics apprentices
- For every teacher using informatic equipment

« Modules of 40 lessons for each apprentice
> Basics in information security

« Modules of 40 lessons for informatics
apprentices
> Basics in information security
> System security
> Network security



Example: Terms to choose for short presentations

Netzwerk-Sicherheit Begriffe zur Einfihrung
Standards (Netzwerktell) | [Common Criteria | [ Cobit | [15017799 | | BSkHandbuch |
Policies | MNetawerk | | Femote Access | ‘ Firewall ‘ ‘ Proxy-Server ‘ | Upgrades

Netzwerk-Sicherheit ‘Sicherheits-l&onzept | |Zugriffs-8r::huiz ‘ |F€edundanz | ‘Phys. Sicherheit | |Vergleich: Cu-Glas-Funk

Analysen ‘Intrusion Detection System | ‘ Logfiles | i Verkehrsfluss ‘ ‘ Penetration-Tests I
| Wardriving | | Bandbreite | |Integritat Bsp. PGP | | Identitat Bsp. LDAP |
Sicherungs-Protokolle | [isoosivodel+SsP. | [ Psec | [ssuais | [ wep | [wpPA|  [sip | [ ssh |
| Kerberos | | beiVOIP | |beiGSM | | beiGPRS | | beiUMTS |
Sicherheit in Mobil-Devices [ Handy | [ Leptop | [PDA |
Attacken LDDDS‘ |Flooding | | tan-in-the-middie | | Missrouting | | Sniffing | | FPort-Scanning
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Discussion of results

Approx. 60% of informatics apprentices with the
possibility to choose enrolled for either System
Security or Network Security

Feedback was generally very positive

No teachers’ security courses !!!

Reasons:

=> Not enough time for special retraining courses

=> Large preparation effort for their
,conventional® lessons

Teachers usually choose retraining courses
directly associated with the preparation for a
specific module



Conclusion and perspectives

Responses from envolved teachers lead to the
following conclusions:

 Training for teachers
> Direct association to the teaching modules
> [Incorporation of IS in the basic education
> Teaching material must be prepared for
iInformatics teacher without special IS
training
* Conclusions can be transfered to other
education systems
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